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CORRUPTION & FRAUD – WORKING 

DEFINITIONS

▪ Corruption normally involves a breach of trust in 

the performance of official duties.

▪ Fraud is normally characterized by some form of 

deliberate deception (trickery) to facilitate or 

conceal the misappropriation of assets.
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CORRUPTION – AN ILLEGAL PACT

▪ Corruption is more of an illegal (corrupt) “pact” 

where willing parties from two different entities 

(one of them being an official of government or a 

government agency) agree (collude) on terms 

of an illicit transaction whereby both parties 

benefit at the detriment of a government 

entity (i.e. a common element is that there are 

two or more active participants)
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CATEGORIZATION OF CORRUPTION

▪ Grand – abuse of high level power 

▪ Systemic – due to fundamental weaknesses

▪ Petty – smaller scale at the point of interface
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COVID-19 CRISIS - OVERVIEW

▪ Health crisis that has turned into a 

multidimensional economic crisis

▪ Puts both social and economic systems under 

extreme stress and tests the capability and 

capacity of political leaders

▪ Often delegation of extraordinary powers 

• Decision making processes

• Allocation of financial resources
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COVID-19 CRISIS - OVERVIEW

▪ Relaxation of pre-crisis national procurement 
procedures and policies.

▪ Particularly problematic in countries where in the 
pre-crisis environment there was(a):
• General lack of transparency

• Repression of free press

• Weak educational system

• Weak law enforcement capabilities and capacity to 
investigate

• Legislative/regulatory framework breakdown
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COVID-19 CRISIS - OVERVIEW

▪ Response needs to focus on saving lives and 

addressing the health and socio-economic 

consequences.

▪ Principles of transparency, justice and good 

governance need to underpin all measures.

▪ Requirement for medical related procurements 

in a highly competitive environment that often 

involves 3rd party intermediaries (vulnerability)
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COVID-19 CRISIS - OVERVIEW

▪ Responses gave rise to deviations to 
established standards business practices that 
could foster corruption and/or fraud:

• Working from home (IT risks/hacking)

• Acceptance of e-mail purchase orders and invoices

• Payment authorization override

• Fast-track or inadequate compensating controls
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COVID-19 CRISIS - OVERVIEW

▪ International donors and governments are 

providing huge sums of emergency money and 

other aid.

▪ May have been expedited without all the 

“normal” safeguards/due process.

▪ It is estimated that globally US$8 trillion has 

been spent/committed to deal with the 

pandemic.
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CORRUPTION & FRAUD IN DISASTER SCENARIO

▪ Abuse of public office for private gain erodes the 
people’s trust through diversion of taxpayer’s money

▪ Erodes government’s ability to support, in a 
transparent manner real economic growth.

▪ Corruption and fraud flourishes in times of anxiety 
and uncertainty through:
• The exploitation of fear

• Actual suffering

• Breakdown in the social safety net

• Inadequate/ineffective political leadership 
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CORRUPTION & FRAUD IN DISASTER SCENARIO

▪ In such times, there will always be a cadre of 

individual/organized criminals that seek to profit 

from others’ despair.

▪ Potential perpetrators may be government 

employees

▪ Corruption in humanitarian assistance dilutes 

the quantity and quality of aid reaching the 

intended beneficiaries.
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CORRUPTION & FRAUD IN DISASTER SCENARIO

▪ In addition to direct costs there are non-financial 

forms of corruption – nepotism, cronyism 

political interference.

▪ Organized crime seek new ways to exploit 

uncertainty and vulnerabilities – the 

convergence of circumstances presents the 

“perfect storm”
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CORRUPTION & FRAUD IN DISASTER SCENARIO

▪ Historically in “comparable” global disasters where 
strong anti-corruption and fraud safeguards were not in 
place there is a pattern of corruption/fraudulent behavior 
that resulted in misappropriation of public funds.

▪ After Hurricane Katrina in 1995 there was significant 

evidence of:

• Self-interest in high places

• Cronyism

• Patronage

• Nepotism
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CORRUPTION & FRAUD IN DISASTER SCENARIO

▪ US Government Accountability Office 

investigation hurricanes Katrina and Rita – $6.1 

billion in improperly distributed/fraud.

▪ All governments should have 

anticipated/planned for potential corruption/fraud 

and that potential perpetrators would move 

quickly to insert themselves.
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CORRUPTION & FRAUD IN DISASTER SCENARIO

▪ Many countries have seen breaches of anti-

corruption standards such as cutting corners in 

procurement processes

▪ What aggravates these wrongdoings is that the ill-
gotten gains are often siphoned out of the country 
through corrupt interference and/or intermediaries 
to shell companies and financial institutions in 
foreign capital markets
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CORRUPTION & FRAUD IN DISASTER SCENARIO

▪ According to Transparency International -
“Emergency measures and income inequality are 
likely to increase corruption as rich and powerful 
elites continue to capture political decision making, 
using it to protect their private interests at the 
expense of citizens and the public good. 

▪ Wealthy, powerful individuals and corporations may 
benefit most from COVID-19 bail-out packages, 
which would likely reflect their best interests and 
further demonstrate how big money in politics fuels 
corruption.”
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CORRUPTION & FRAUD IN DISASTER SCENARIO

▪ Some national governments may be able to address 
uneven resources domestically and thus mitigate 
“the risk of resource hoarding by wealthy nations to 
the detriment of countries greater or more 
immediate need requiring global cooperation

▪ Other nations are put in a very vulnerable position.
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CORRUPTION & FRAUD IN DISASTER SCENARIO

• To the degree that corruption exists, it significantly reduces 

real value going to the benefit of the populace in terms of:

1. The quality (if the integrity of the underlying transaction(s) 

is compromised, substandard quality is accepted because 

of the corrupt underpinnings), and

2. The effectiveness of healthcare, education, and 

infrastructure are sacrificed in favor of corrupt actors, who 

often secret the illegal benefit out of the country.
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CORRUPTION & FRAUD IN DISASTER SCENARIO

• Many companies face unprecedented pressure to 

stay afloat as revenues evaporate. This may heighten 

the risk of unethical behaviour and perpetration of 

fraud.
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CORRUPTION & FRAUD SCAMS (SCHEMES)

▪ Governments are providing stimulus funds to reduce the 
economic impact relating to COVID-19. 

▪ Criminals may try to fraudulently claim or misdirect such funds:

• Exploiting stimulus measures:

• False claims

• Use of “strawman” to make claims

• International financial assistance:

• Risk that emergency aid can ne misappropriated by 
corrupt government employees

• Government contracts to purchase COVID-19 related 
medical supplies (direct or through intermediaries) are 
vulnerable to corruption

• Individuals could use corruption to obtain lucrative 
government contracts
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CORRUPTION & FRAUD SCAMS (SCHEMES)

▪ Types of Scams/Schemes:

1. Impersonation of officials

• Government officials

• Doctors

2. Fraudulent claims/applications

3. Price gouging and hoarding
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CORRUPTION & FRAUD SCAMS (SCHEMES)

4. Purchase of fraudulently obtained genuine goods

5. Counterfeiting

6. Fraudulent cures, tests, vaccines and treatment 

scams
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CORRUPTION & FRAUD SCAMS (SCHEMES)

7. Fraudulent investment scams

8. Embezzlement

9. Bribery
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CORRUPTION & FRAUD SCAMS (SCHEMES)

10.Charity scams

11.Phishing scams

12.Non-delivery

13.Healthcare workers (Other) 
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EXAMPLES OF ALLEGED SCAMS

▪ Uganda

▪ Cameroon

▪ Equator

▪ United States

▪ Canada

▪ United Kingdom
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STRATEGIES FOR FIGHTING CORRUPTION & FRAUD IN COVID-19

• The COVID -19 pandemic, from a risk management 

perspective, necessitated a paradigm shift and a heighten 

sense of potential risks in government assessing/planning 

from modeling “might be” response scenarios to dealing with 

uncharted realities of a multidimensional catastrophe that has 

no respect for borders or socioeconomic positions.
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STRATEGIES FOR FIGHTING CORRUPTION & FRAUD IN COVID-19

▪ Some corruption risks are immediate due to emergency 
actions needed to curb the health and economic crisis. 

▪ Other risks will emerge in the medium/longer-term as the 
consequences of COVID-19 mitigation actions are more 
measurable.

▪ It is critical to ensure that there are adequate professional resources 
and procedures for minimizing risks through:

• Prevention

• Detection

• Investigation

• Prosecution
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STRATEGIES FOR FIGHTING CORRUPTION & FRAUD IN COVID-19

▪ Governments should have run robust “risk mitigation” 

scenarios prior to (or concurrent with) the catastrophic 

events. 

▪ There are two risk mitigation paths that should be 

pursued contemporaneously to attempt (judgement 

versus negligence) to fulfill governance responsibilities:

• Immediate Preemptive Actions 

• Post-Crisis Actions
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IMMEDIATE PRE-EMPTIVE ACTIONS

1. Timely and comprehensive communications that shows 

control/leadership and transparency of processes

2. Reinforce organizational expectations/standards

3. Evaluate overarching internal controls (e.g. segregation 

of duties)

4. Maintain culture of compliance starting with “tone-at-

the-top”
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IMMEDIATE PRE-EMPTIVE ACTIONS

5. Clear communication  - deal in facts “prevent” rumours.

6. Document all interim policy and procedure modifications 
both as part of communication and for post-crisis transaction 
audit/scrutiny.

7. Document why these processing/procurement policies were 
modified and what compensating short-term controls were 
implemented/augmented to bridge the duration of the crisis; 
exceptional approval protocols.
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IMMEDIATE PRE-EMPTIVE ACTIONS

8. Establish comprehensive recordkeeping and methodologies 
for tracking of the movement of all crisis related goods until 
well “after” the crisis has subsided.

9. Implement and make all parties aware of a whistleblower 
protocol

10. Identify alternative due diligence and authorization 
procedures for transactions that are deemed to be high risk. 
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IMMEDIATE PRE-EMPTIVE ACTIONS

11. Corruption investigations are always difficult, but more so in 

emergency situations where it is of paramount importance to draw  

distinctions between corruption and gross mismanagement.

12. Governments need to establish parameters to ensure integrity in 

the marketplace, facilitate cross-border cooperation, and the 

timely and transparent legal enforcement to deter fraud and/or 

corruption. 
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IMMEDIATE PRE-EMPTIVE ACTIONS

13. Governments must put in place protocols to monitor, deter, and take 

remedial action against individuals and companies involved in illegal 

activities and/or unfair trade practices such as price gouging and/or 

hoarding.

14. Justice system must be allowed to continue to function in order to 

enforce laws and regulations relating to corruption and/or fraud.

15. Corruption/fraud risks should continue to be identified, assessed 

(risk-based approach), and actively mitigated (compensating 

controls)
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IMMEDIATE PRE-EMPTIVE ACTIONS

16. Governments must maintain public and open procurement 

processes including on-line procurement and transparency of 

suppliers (i.e. beneficial ownership) 

Supported with timely, transparent, and traceable procedures (the 

unit cost, the quality/grade of the product, and delivery terms) that 

will facilitate transaction due process considerations and post-crisis 

follow-up/audit.
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POST CRISIS ACTIONS

1. As governments transition from addressing the 

immediate heath crisis to focusing on economic 

recovery, integrity violations and corruption/fraud risks 

may continue to escalate and funds diverted away from 

the effective deployment in the community.

2. Legislation should be enacted that would include 

powers for retroactive scrutiny of procurement activity 

and other official decisions made during the crisis by a 

specially established independent body.
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POST CRISIS ACTIONS

3. After the immediate crisis has “ebbed” and there is a return to some kind of 

“normalcy”, there needs to be an objective and transparent review of all 

significant transactions that arose during the crisis that were subject to an 

abridged version of standard internal control policies and procedures. This would 

include:

➢ All hiring decisions (evidence of nepotism, patronage, cronyism) 

➢ Contracts 

➢ Credit decisions (any unusual accounts receivable or loans)

➢ Procurement of goods and services

➢ Payments

➢ Non-routine transactions/adjustments

➢ Wire-transfers
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POST CRISIS ACTIONS

4. Identify any control vulnerabilities (flawed design or 

not operating effectively) or suspicious/questionable 

transactions identified during the post-crisis review.

5. Evaluate that the post-crisis control environment is 

adequate to ensure accurate and timely recording 

of future transactions. 

6. Evidence of adjustments/variations to contract 

terms that were not in accordance with the 

approved interim controls.
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POST CRISIS ACTIONS

7. Ebola experience - A post-crisis investigation 

documented corrupt practices including the widespread 

diversion of funds and medical supplies, misreporting of 

salaries and payments for goods, petty bribery to 

bypass containment measures, as well as flawed and 

opaque procurement processes. 

The International Federation of Red Cross and Red 

Crescent Societies estimate that it lost over US$6 

million due to corruption and fraud during its Ebola 

operations from 2014 to 2016.
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POST CRISIS ACTIONS

8. Prosecuting only low-level officials for corruption is a miscarriage of 

justice and destroys trust within the community.

9. Importance of enforcing anti-corruption laws in an equitable and 

consistent fashion.

10. Once COVID-19 crisis is under control, there will be significant 

initiatives as governments seek to fund the huge costs of 

emergency health care and economic stimulus packages. Prior 

situations have shown that there have been a number of bribery 

and corruption cases from the issuance of sovereign bonds.
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